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DEFINITIONS 

This is the safety alert symbol. It is used to alert you to potential personal 
injury hazards. Obey all safety messages that follow this symbol to avoid 
possible injury or death. 

• DANGER—Indicates a hazardous situation which, if not avoided, will result in death 
or serious injury. 

• WARNING—Indicates a hazardous situation which, if not avoided, could result in 
death or serious injury. 

• CAUTION—Indicates a hazardous situation which, if not avoided, could result in 
minor or moderate injury. 

• NOTICE—Indicates a hazard that could result in property damage only (including 
damage to the control). 

• IMPORTANT—Designates an operating tip or maintenance suggestion. 
 

The engine, turbine, or other type of prime mover should be equipped with an 
overspeed shutdown device to protect against runaway or damage to the prime 
mover with possible personal injury, loss of life, or property damage. 

The overspeed shutdown device must be totally independent of the prime mover 
control system. An overtemperature or overpressure shutdown device may also 
be needed for safety, as appropriate.

 
 

 

Read this entire manual and all other publications pertaining to the work to be performed before 
installing, operating, or servicing this equipment. Practice all plant and safety instructions and 
precautions. Failure to follow instructions can cause personal injury and/or property damage. 

 
 

 

This publication may have been revised or updated since this copy was produced. To verify that 
you have the latest revision, be sure to check the Woodward website: 

www.woodward.com/pubs/current.pdf 
The revision level is shown at the bottom of the front cover after the publication number. The latest 
version of most publications is available at: 

www.woodward.com/publications 
If your publication is not there, please contact your customer service representative to get the 
latest copy. 

 
 

 

Any unauthorized modifications to or use of this equipment outside its specified mechanical, 
electrical, or other operating limits may cause personal injury and/or property damage, including 
damage to the equipment. Any such unauthorized modifications: (i) constitute "misuse" and/or 
"negligence" within the meaning of the product warranty thereby excluding warranty coverage 
for any resulting damage, and (ii) invalidate product certifications or listings.

 

 
To prevent damage to a control system that uses an alternator or battery-charging 
device, make sure the charging device is turned off before disconnecting the battery 
from the system. 

 

To prevent damage to electronic components caused by improper handling, read 
and observe the precautions in Woodward manual 82715, Guide for Handling and 
Protection of Electronic Controls, Printed Circuit Boards, and Modules. 

 
 
 
 
 
 
 
 
 
 
 
Woodward Governor Company reserves the right to update any portion of this publication at any time. Information 
provided by Woodward Governor Company is believed to be correct and reliable. However, no responsibility is assumed 
by Woodward Governor Company unless otherwise expressly undertaken. 

© Woodward 2003 
All Rights Reserved 
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Grounding and Shield Termination 
 
 

Introduction 
 
There are two reasons why grounding and shield termination information seem to 
keep changing: 
• Technology Change—Grounding and shield termination schemes have not 

changed greatly in the past 10 to 15 years. But the technologies being 
implemented in the field have changed. Today’s faster IC (integrated circuit) 
technologies are more sensitive to interference, reducing the number of 
grounding and shielding schemes that are effective. 

• Knowledge—Too often, people have tried to use a single approach to 
address all grounding and shield termination problems. When problems 
occurred, a new scheme had to be developed. Then as further problems 
occurred, more new schemes had to be tried, with the result that schemes 
were constantly changing. 

 
Grounding and shield terminations must be based on the knowledge that no one 
scheme solves all problems, requiring trade-offs to define the best scheme for 
each individual cable. 
 
 

Grounding Philosophy 
 
Single Point Ground Scheme 
The first grounding philosophy is single point grounding. This assumes there is a 
single place referred to as an equipotential point or plane. Figure 1 shows a 
schematic of a couple variations of a single point ground. 
 
 
 
 
 
 
 
 

Parallel Connection 
 
 
 
 
 
 
 
 
 

Series Connection 
 

Figure 1. Single Point Ground 
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This grounding scheme is very effective for low frequency noise reduction (such 
as 60 Hz noise from power plants). This type of grounding is used for stereo 
equipment with low signal sources (turn-tables). Figure 2 shows shield 
terminations and grounding based on this scheme. Figure 3 shows what happens 
as noise signal increase in frequencies. As frequencies approach 10 MHz, the 
parasitic capacitance (that is already present in systems) forces the single point 
ground scheme to start to look like a multipoint grounding scheme (Figure 4). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2. Single Point Ground for Stereo System 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. Single Point Ground for Stereo System with Parasitic Capacitance 

C C 
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Multipoint Ground Scheme 
The second grounding philosophy is multipoint grounding. This assumes there is 
an equipotential plane. Figure 4 shows a schematic of a multipoint ground. This 
grounding scheme is very effective for high frequency noise reduction. This type 
of grounding is used for digital circuit design and RF designs. Figure 5 shows 
shield terminations and grounding based on this scheme. The drawback of this 
system is when there are large current levels in the ground plane (as there are in 
power station applications), there will be a significant low-frequency noise current 
in the cable shield, which will affect signals like RTDs. 
 
 
 
 
 
 
 
 
 

Figure 4. Multipoint Ground Scheme 
 
 
 
 
 
 
 
 
 
 
 
 E1 E2 
 

Figure 5. Multipoint Ground Scheme for Two Remote Chassis 
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Hybrid Grounding Scheme 
The hybrid grounding system attempts to provide the best of a single point 
grounding scheme along with the best of a multipoint grounding scheme (Figure 
6). At low frequencies (below 1 MHz), the capacitors are not low enough in 
impedance (in most cases) to allow significant current to flow. As the noise 
frequency rises, the impedance of the capacitor decreases, thereby effectively 
shorting the point (the capacitor is bypassing) to ground. For this scheme to 
work, the capacitor must be a very good, high-frequency capacitor (like radial 
lead ceramics), and the loop area (defined by the mounting of the capacitor) and 
shield termination must be small. If these loop areas or shield terminations are 
large in area/length, the inductance becomes to high, thereby decoupling the 
capacitor and thus removing the short at high frequencies. 
 
 
 
 
 
 
 
 
 

Figure 6. Simple Hybrid Grounding Scheme 
 
 
Figure 7 shows shield terminations and grounding based on the hybrid-grounding 
scheme. 
 
 
 
 
 
 
 
 
 
 
 

Figure 7. Hybrid Grounding Scheme 

capacitors 
line inductance
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Grounding Techniques 
 
Intent of a Grounding System 
Woodward has done considerable design work to ensure that the cabinet or 
panel can operate in a variety of industrial environments, and can protect against 
noise, EMI (electromagnetic interference), and RFI (radio frequency interference) 
conditions. The primary purposes of equipment grounding are personnel safety 
and to improve equipment operation and continuity of service. The four main 
reasons for having grounded systems are: safety, lightning protection, reduction 
of noise emissions, and signal integrity. 
 
Grounding the Cabinet 
The cabinet should have a solid connection to an earth ground. Woodward 
cabinets provide an earth ground connection, unless the specification clearly 
calls out for it not to be included. Connections to earth ground can be made by 
using a metal rod, buried water pipes, buried plates, or buried wire/cable. A 
ground connection should be durable, have low dc resistance and low ac 
impedance, and have adequate current-carrying capability. 
 
Cable Isolation and Routing 
Field signals should be grouped into high- and low-voltage signals as well as 
analog and discrete signals. Whenever possible, these signals should be isolated 
inside the cabinet as well as outside the cabinet. High-voltage signals are 
classified as greater than 75 V, and low-voltage signals are less than 75 V. 
Analog signals are classified as signals that vary from one value to another, such 
as a thermocouple input or a current (4–20 mA) input. Analog signals should 
always be carried via twisted pair, insulated and shielded cable. Discrete signals 
are signals that have an ‘ON’ and an ‘OFF’ value, but do not vary between the 
two readings. These types of signals usually do not require shielded cables. 
 
Wire Connections to the Cabinet 
Modern electronic systems usually have more than one ground network to satisfy 
grounding requirements to prevent induction or conduction of undesirable 
currents and voltage in the signal reference system. Shielding is accomplished 
by ‘overbraiding’ and ‘inner shielding’ of cables. An outside conduit, braid, or 
cable shield is referred to as the ‘overbraid’, and any internal signal shielding to 
the cable is referred to as the ‘twisted-wire shield’. When signals are grouped 
together in a cable, hard ground or capacitively couple the cable overbraid close 
to the penetration point of the cabinet. Ground bars or some other means of 
grounding should be provided for this purpose. After the field wiring has been 
connected to the cabinet, be sure to install any floor plates or panels, and wire 
duct covers, to ‘close’ up the cabinet. 
 
For shielded cable to be effective, it should be shielded over the entire length of 
the cable. It is important that the shield be maintained over the cable as close as 
possible to the final termination on either end. As an example, if the cable is left 
unshielded for 10% of its length, the maximum shielding effectiveness of the 
cable is 20log(100/10) or 20 dB. 
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Shield Connections in the Field 
Cable and component shielding keeps out unwanted radio frequency noise from 
equipment, and prevents ‘cross-talk’ of signals from one cable or system to 
another. Shielding a cable can be accomplished by simply grounding the cable 
shield at one end, and/or by using a capacitor to ground on the other end. 
Connecting a shield directly to a ground is referred to as a ‘hard’, or dc, ground. 
Using a capacitor to tie the shield to ground is referred to an ac ground. Single 
point grounding is effective for low frequency (60 Hz) noise reduction. 
 
Each signal in a system can have a different method used for grounding its 
shield. Here are some general rules that should be considered first when 
determining the correct grounding method. 
 
• Thermocouple Signal Grounding 
These signals are very sensitive to noise. For thermocouples, the twisted-wire 
shield should be tied to earth ground at the receiving end of the cable (for 
example, at the control or unit that is first reading the signal). If the thermocouple 
is included in a cable with other signals, the cable overbraid should be terminated 
at the control, at the point of penetration into the cabinet. See Figures 8 through 
16. 
 
• RTD Signal Grounding 
These signals are extremely sensitive to noise. For RTDs, the twisted-wire shield 
should be tied to earth ground at the receiving end of the cable (for example, at 
the control or unit that is first reading the signal). If the RTD is included in a cable 
with other signals, the cable overbraid should be terminated at the control, at the 
point of penetration into the cabinet. See Figures 8 through 16. 
 
• Current Input Signal Grounding 
For current input signals, the twisted-wire shield should be tied to earth ground at 
the receiving end of the cable. If the signal is connected in another cabinet before 
it is connected into the Woodward cabinet, the shield should be grounded at the 
first point where the signal is first connected and left floating in the Woodward 
cabinet. If the current input signal is included in a cable with other signals, the 
cable overbraid should be terminated at the control, at the point of penetration 
into the cabinet. See Figures 8 through 16 first, or 17 through 25 if the customer 
requires shields hard grounded at their end. 
 
• MPU Signal Grounding 
For MPU signals, the twisted-wire shield should be tied to earth ground at the 
receiving end of the cable. If the MPU signal is included in a cable with other 
signals, the cable overbraid should be terminated at the control, at the point of 
penetration into the cabinet. See Figures 8 through 16. 
 
• Proximity Signal Grounding 
For proximity signals, better noise reduction will occur when the twisted-wire 
shield is tied to earth ground at the sensor end. At the control end, the shield 
should be ac coupled to ground through the use of a capacitor. The capacitor can 
be located at the point of penetration into the cabinet or installed on the field 
termination module (FTM) if there is an overbraid. See Figures 17 through 25. 
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• Current Output Signal Grounding 
For current output signals, the twisted-wire shield should be tied to earth ground 
at the receiving end of the cable, and not at the control end. At the control end, 
the shield should be ac coupled to ground through the use of a capacitor. The 
capacitor can be located at the point of penetration into the cabinet or located on 
the field termination module (FTM). If the current output signal is included in a 
cable with other signals, the cable overbraid should be terminated at the control, 
at the point of penetration into the cabinet. See Figures 17 through 25. 
 
• Actuator Driver and Feedback Device Signal Grounding 
If the actuator is a passive device, such as a coil or torque motor, the twisted-
wire shield should be tied to earth ground at the transmit end (control system). 
When the actuator drive signal connects to an active device, such as a final 
driver, TM or EM driver, or a GS10 driver, the twisted-wire shield should be tied 
to ground at the driver and ac coupled at the control system end. The ac coupling 
to earth ground can be done by use of a capacitor located at the entry point into 
the cabinet or at the FTM (if there is an overbraid). If the actuator drive signal is 
included in a cable with other signals, the cable overbraid should be terminated 
at the control, at the point of penetration into the cabinet. See Figures 8 through 
16 for passive devices. See Figures 17 through 25 for active devices/drivers. 
 
• Feedback Device (LVDT, RVDT, MLDT, Resolver) Signal Grounding 
For feedback signals, the twisted-wire shield should be tied to earth ground at the 
receive end (control system). If the feedback signal is included in a cable with 
other signals, the cable overbraid should be terminated at the control, at the point 
of penetration into the cabinet. See Figures 8 through 16. 
 
• Discrete Input Signal Grounding 
Typically these signals are not shielded. If these signals are routed through 
shielded cables, the shield may be tied to ground at either end. Usually it is 
easier to tie this shield to the earth ground of the control system because this is a 
common point for all of the signals on the cable. The cable overbraid should be 
terminated at the point of penetration into the cabinet. See Figures 8 through 16, 
or 17 through 25. 
 
• Discrete Output (Relay) Signal Grounding 
Relay output signals can be used to energize solenoids, turn on indicator lights, 
or communicate ‘on’ or ‘off’ status to other pieces of equipment. If the discrete 
output signal is included in a cable with other signals, the cable overbraid should 
be terminated at the control, at the point of penetration into the cabinet. See 
Figures 8 through 16, or 17 through 25. 
 
• Communications (Ethernet, RS-422, RS-232, Profibus) Signal 

Grounding 
Communication cables should ground the twisted-wire shield to the backshell of 
one of the connectors. Depending on what the cable is connected to outside the 
cabinet, the first preference for grounding the twisted-wire shield is to the 
backshell located inside the control cabinet. If the communication signal is 
included in a cable with other signals, the cable overbraid should be terminated 
at the control, at the point of penetration into the cabinet. See Figures 8 through 
16. 
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Field Terminal Modules 
Woodward field terminal modules (FTMs) are designed to allow a signal to be ac 
coupled to ground through a capacitor. The capacitor is located on the FTM. 
Terminating shields on the FTM will tie the shield to ground, through the 
capacitor. When grounding any shield, it is always important to have only one 
‘hard’ ground connection. 
 
LinkNet® Terminal Modules 
Woodward LinkNet terminal modules (LTMs) are designed to be installed in the 
field near the sensor. For this reason, when a signal shield is connected to the 
LTM, the shield is tied directly to the earth or ground connection. When using 
LTMs, it is important to have only one ‘hard’ ground connection. 
 
Shield Types 
There are many types of shielded cables. The best types employ a braid-type 
covering for the shield. The lowest-cost cabling usually employs a foil-type shield. 
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MicroNet FTM, Not Grounded in Field 
(Figures 8 through 16) 

MicroNet 
FTM 

+

Shld
-

Overbraid tied to 
cabinet at point of 
entry 

field device, 
or DCS, etc. 

Shields floating 
or with capacitor 

twisted wire 
shield 2” or less 
if possible

Cabinet 

Gnd

Figure 10. 

Grade: A 

Wire as short 
as poss ble 

short jumper or 
insertion bridge 

MicroNet 
FTM 

+

Shld
-

Both tied to cabinet 
at point of entry 

field device, 
or DCS, etc. 

Shields floating 
or with capacitor 

twisted wire 
shield 2” or less 
if possible

Cabinet 

Gnd

Figure 8. 

Grade: A+ 

MicroNet 
FTM 

+

Shld
-

Overbraid tied to 
cabinet using capacitor 
at point of entry 

field device, 
or DCS, etc. 

twisted wire 
shield floating or 
with capacitor

Cabinet

GndOverbraid tied 
to ground 

Figure 9. 

Grade: A+ 
twisted wire 
shield 2” or less 
if possible

MicroNet 
FTM 

+

Shld
-

Overbraid tied to cabinet 
using capacitor at point 
of entry 

field device, 
or DCS, etc. 

twisted wire 
shield floating or 
with capacitor

Cabinet

GndOverbraid tied 
to ground 

Figure 11. 

Grade: A 
twisted wire 
shield 2” or 
less if 

short jumper 
or insertion 
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MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
at point of entry 

field device, 
or DCS, etc. 

Shield floating or 
with capacitor 

twisted wire 
shield 2” or less 
if possible

Cabinet

Gnd

Figure 13. 

Grade: A- 

MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
at point of entry 

field device, 
or DCS, etc. 

Shield floating or 
with capacitor 

Cabinet

Gnd

Grade: A 

Figure 12. 

twisted wire 
shield 2” or less 
if possible

MicroNet 
FTM 

+

Shld
-

field device, 
or DCS, etc. 

Shield floating or 
with capacitor 

Cabinet

Gnd

Grade: C- 

Figure 15. 

twisted wire 
shield 2” or less 
if possible

Wire as short as 
poss ble

short jumper or 
insertion bridge

MicroNet 
FTM 

+

Shld
-

Shield tied to cab 2 to 
3 feet inside of 
cabinet 

field device, 
or DCS, etc. 

Shield floating or 
with capacitor 

Cabinet

Gnd

Grade: C+ 

Figure 14. 

twisted wire 
shield 2” or less 
if possible

Wire as short 
as possible
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MicroNet FTM, Grounded in Field 
(Figures 17 through 25) 

 
  

MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 2 to 
3 feet inside of cabinet 

Field Device, 
or DCS, etc. 

Shield floating or 
with capacitor 

Cabinet 

Gnd

Grade: D- 

Figure 16. 

exposed 
twisted wire of 
6” or more

MicroNet 
FTM 

+

Shld
-

Both tied to cabinet 
using capacitor at 
point of entry 

field device, 
or DCS, etc. 

Cabinet

GndBoth tied to 
ground 

Figure 18. 

Grade: A+ 
twisted wire 
shield 2” or less if 
poss ble

MicroNet 
FTM 

+

Shld
-

Overbraid tied to cabinet 
at point of entry 

field device, 
or DCS, etc. 

Overbraid floating or 
with capacitor 

Cabinet

Gnd

Grade: A+ 

Figure 17. 

twisted wire 
shield 2” or less 
if possible
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MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
using capacitor at 
point of entry 

field device, 
or DCS, etc. 

Cabinet

Gnd

Grade: A 

Figure 21. 

twisted wire 
shield 2” or less 
if possible

Wire as short 
as poss ble

MicroNet 
FTM 

+

Shld
-

Overbraid tied to cabinet 
at point of entry

field device, 
or DCS, etc. 

Overbraid floating or 
with capacitor 

Cabinet

Gnd

Grade: A 

Figure 19. 
Wire as short 
as poss ble 

twisted wire 
shield 2” or less if 
possible

MicroNet 
FTM 

+

Shld
-

Overbraid tied to cabinet 
using capacitor at point 
of entry 

field device, 
or DCS, etc. 

Cabinet

GndBoth tied to 
ground 

Figure 20. 

Grade: A 

Wire as short as 
possible

twisted wire 
shield  2” or less 
if possible

MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
using capacitor at 
point of entry 

field device, 
or DCS, etc. 

Cabinet

Gnd

Grade: A- 

Figure 22. 

twisted wire 
shield 2” or less if 
poss ble

Wire as short 
as possible
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MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
(with capacitor) 2 or 3 
feet inside of cabinet

field device, 
or DCS, etc. 

Cabinet 

Gnd

Grade: D- 

Figure 25. 

exposed twisted 
wire of 6” or more 

MicroNet 
FTM 

+

Shld
-

Device 

Cabinet

Gnd

Grade: C- 

Figure 24. 

twisted wire shield 
2” or less if 
possible

Wire as short as 
possible 

MicroNet 
FTM 

+

Shld
-

Shield tied to cabinet 
(with capacitor) 2 or 3 
feet inside of cabinet

field device, 
or DCS, etc. 

Cabinet

Gnd

Grade: C+ 

Figure 23. 

twisted wire 
shield 2” or less if 
possible

Wire as short 
as poss ble 
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