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General Information

The following alert boxes can be used in this publication:
A DANGER “DANGER?” indicates a hazardous situation which, if not avoided,
will result in death or serious injury.

“WARNING” indicates a hazardous situation which, if not avoided,
could result in death or serious injury.

ACAUTION “CAUTION”, used with the safety alert symbol, indicates a hazardous
situation which, if not avoided, could result in minor or moderate injury.

NOTICE “NOTICE” is used to address practices not related to personal injury.

“IMPORTANT” is used to address practices not related to personal
IMPORTANT [

Personnel

WARNING!

Hazards due to insufficiently qualified personnel!

If unqualified personnel perform work on or with the control unit
hazards may arise which can cause serious injury and substantial
damage to property.

e Therefore, all work must only be carried out by appropriately
qualified personnel.

For further Product Support Options, Product Service Options, Returning Equipment for Repair, and/or
Engineering Services please download application note #37573.
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Requirements

This application note describes how to use HMS Netbiter for internet connection of easYgen-3000 genset

controllers.

A CAUTION

Documentation

A CAUTION

Please take care for the general risk of internet connection.

Read this entire application note and all other publications pertaining to the
work to be performed before installing, operating, or servicing this equipment.

Practice all plant and safety instructions and precautions.

Failure to follow instructions can cause personal injury and/or property
damage!

Any unauthorized modifications to or use of this equipment outside its
specified mechanical, electrical, or other operating limits may cause
personal injury and/or property damage, including damage to the
equipment.

Any such unauthorized modifications: constitute "misuse" and/or "negligence"
within the meaning of the product warranty thereby excluding warranty
coverage for any resulting damage, and invalidate product certifications or
listings.

This publication may have been revised or updated since this copy was
produced. If the cover of the publication states "Translation of the Original
Instructions”, the original source may have been updated since this
translation was made.

Be sure to check manual 26311, Revision Status & Distribution Restrictions of
Woodward Technical Publications, to verify whether this translation is up to
date. Always compare with the original for technical specifications and for
proper and safe installation and operation procedures. To verify that you have
the latest revision, check manual 26311, Revision Status & Distribution
Restrictions of Woodward Technical Publications, on the publications page of
the Woodward website:

www.woodward.com/publications

The latest version of most publications is available on the publications page.
If your publication is not there, please contact your customer service
representative to get the latest copy.
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Introduction

The HMS Netbiter easy connect productis a ...

About Netbiter

The Netbiter company is the preferred partner for this type of communication with easYgen.

Table of Content
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Connect the Netbiter device With the INTEIMET.............uuiiiii b eneeee 5
Remote Access Connection via ToolKit, Quick Connect, and RS232 ............cccoeiiiiiiiiiiiiiiiiiie e 6
Remote Access Connection via ToolKit and ESENET (multiple easYgen devices).........cccccceennn.... 11
Establish a View and Control CONNECLION Via AFJOS ........uuuuuuuuiriiiiiiiiiiiiiiieneennenneneneeeenennennennnneeenenes 16

Additional Information

http://www.netbiter.com/support/file-doc-downloads/easyconnect-300-series

MANUALS/DESIGN GUIDES
File Type Size Uploaded Download
EC310 & EC350 Installation Guide PDF 97144 KB 27 Aug, 2014 B Download
Methiter EasyConnect User Manual PDF 223 MB 17 Apr, 2014 B Download
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Connect the Netbiter device with the Internet

To check that you have the correct ToolKit configuration files available
NOTICE and functioning well is beneficial.

So connect ToolKit first directly with your PC via the RS232 port with
the easYgen.

- The device is to set up according to the EasyConnect Installation guide.
Therefore the “WAN” port is connected with the internet network.

> After powering up the device please check whether the LEDs
o “Power”,
o “Gateway” and
o “Uplink/WAN” are enabled.

If this works the Netbiter is now able to be connected via ARGOS, which is the Netbiter provider platform in
the Internet.

> Establish Internet connection of your computer
> Go to “www.netbiter.com”
o  Without Netbiter account: create an own account
o Enter your Name and password in the upcoming prompt
- Your Argos page is opened
> Create a new project within your account
> Follow the instructions of the EasyConnect Installation guide

At the end of this process you should have established a new system where you can access to.

To have the chance to watch the LEDs of the Netbiter or to double-
NOTICE check any wirings or settings on site we propose to do the
commissioning steps described above at the location where you have
installed the Netbiter device.
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Remote Access Connection via ToolKit, Quick Connect, and RS232

After a new system is created as described above the connection between ToolKit and easYgen can be
commissioned via the RS232 virtual com port:

QuickConnect
easYgen3000
netbiter300 ;
S
RS232 | Ethernet o0
§ netbitsr’ < |—— NQO\“@
o e N\

Toolkit

Example

STEP 1 Connect the Netbiter device with the easYgen device via RS232 connection

easYgen3000 ec350
RS232 RS232
2: RxD

>< RxD
3: TxD

D

© m ®l  senD GND

Pin assignment

STEP 2 Set up the easYgen with the following parameters (easYgen3000 default setting)

3163 Baudrate 19.2 kBd g
3161 Parity Mo -
3162 Stop bits Cne -

7900 Enable Modbus protocol Yes -

STEP 3 Gointo Argos and navigate to your already established project and select:
“Management” (upper blue bar) / “Configuration
STEP 4 In “Configuration” enable the Remote Access:

Use this system for remote access
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STEP 5 Enable the RS232 connection; disable Network bridge:

Gateway settings

Remote access

Serial ports

Allow use of RS232 port m:|
Allow use of RS485 port

TCP/UDP port forwarding

Allow use of port forwarding

Network bridge

Allow use of Network bridge OFF

STEP 6 Check your region and save the settings in Argos:

Region

Preferred server location || ocation 1 (Africa Americas Europe)

B $

STEP 7 Click the synchronize button to transfer the Argos settings into the Netbiter device.

Synchronize configuration

STEP 8 Close the window, after successful setting synchronization:

Synchronize configuration
I

Q Process completed:

This window can now be closed.
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> At next you have to install the software “QuickConnect” which will establish the VPN tunneled connection
through the internet onto the Netbiter.

STEP 1 Find the links to download this software from the Argos server by navigating to
“Presentation”:

E Presentation
—

Projects All systems All alarms

resentation » Projects » MyFirstProject » EC350 Simulaterraum » Overview

[ Overview Map Notes Information

This system is currently in Remote Access mode
When a system is =et in Remote Access mode the log and alarm will be disabled.
QuickConnect download

To connect to the system devices the QuickConnect client needs to be installed on the computer.

In order to run remote access you need to install software on your local computer.
Cownload QuickConnect installer vi.0.244. 67

Mirrored site:
Cownload QuickConnect installer vi.0.244 {Asia). 67

STEP 2 Install “QuickConnect” on your computer

1]

Dateidownload E|
i mo Mochten Sie diese Datei offnen oder speichemn?
se disa
;\L Mame: QuickConnectSetup,zip |
= Typ: \WinZip File, 99,3 MB
) “Won, §3-eu-west-1.amazonaws.com
= install
cal comy (Offnen ] l Speichern I [ Abbrechen 1
Wor dem Offnen dieses Dateityps immer bestatigen f=chen

- Dateien aus dem Intermet kdnnen nitzlich sein, aber manche
M Dateien kihnen eventuell auf dem Computer Schaden anrichten
k. Offnen oder speichein Sie diese Datel nicht, fall: Sie der Quelle
- nicht vertrauen. Welches Risiko besteht?

> Be aware that after installation of the QuickConnect software a new start of your computer could be
required

STEP 3 Start the QuickConnect software.
Open your Argos account and type in your password, if you are asked for.

STEP 4 Follow the instructions to realize a virtual com driver for ToolKit.
You can choose any free com port of your computer and define it as virtual RS232 port.

STEP 5 Add a new device, then a serial channel:

& Add new device
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Enter your com port and allocate RS232:

Enabled

Simulator RS232
e A
Serial channel configuration (Id: 1) T
Serial port, my computer Port, gateway:

coms v rs232 v

STEP 6 Click on the Connect button on the upper right corner.
Now QuickConnect will try to build up a connection from your PC to the Netbiter over

internet.

G s

Serial

Enabled

Do not forget to enable your serial connection and click connect:
4 0Bytes 0Bytes/s @@
V¥ 0Bytes 00:00:05 ®

STEP 7

EC350Simulatorraum (D03011FBE24A) connected

Salessupport =

011FBF24A)

Channel opened

Chiarimel itk e

STEP 8 The successful connection is shown by a green bar.

STEP 9 If connection doesn’t work:

=
Click the -icon to log OUT and IN again.

> If the connection is established, you can proceed with starting the according ToolKit project:

STEP 1 In ToolKit: Select the allocated com port (Com 5 in this example)

g Conneck b Disconneck =

Select a netwark:

Metwork
5 com3
(|~ com
|| S comn -
~ como "
5 coms

& ToR)IP L
E“ kwaser - procons ESEMET
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STEP 2 Click the connect button
STEP 3 ToolKit will build up the connection
STEP 4 If not, please check all items again carefully:

Wo.WOODWARD easYgen-3500-5 P2 EASVGEN

HOME PAGE e
3444 Application mods GCB/MCE Warning alarms Shutdown alarms
Qa QOB @t @0 @ @F
Mode STOP
10202 Dperation mades 0 10204 Latest alam Mains undervaltage 1

ALARM STATUS

Remate control function

o v o Engine monitoring on Mainz direction off
(RPN Generator phase ratation oif Mains phase rotalion ot
Axailable in AUTO mode: onlyl
STATUS MENU
/ 'FoEw -] I
Engine speed detected @ @ Generator ok @ Busbar ok @ Mains ok
Active power 0,000 kb 0000 kw
Power factor 1.00 1.00
Voltage phase-phase 0oy 0oy 0o v
Voltage phase-neutral 00 v 00 v
Current 0,000 A 0000 A
Frequency 0.00 Hz 0,00 Hz 0,00 Hz

> The connection runs. All features of ToolKit are usable.

Due bandwidth issues the reaction time will be slower as for
N O TI CE being connected directly.
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Remote Access Connection via ToolKit and ESENET (multiple easYgen devices)

This chapter is written in assumption that you have already created a system in your Argos account. It
describes the connection of ToolKit running on a PC, with an ESENET device connected over internet and
Netbiter:

ToolKit communicates over Modbus /TCP protocol with the ESENET gateway, which communicates via
CANopen to the easYgen(s). In this application the Netbiter system tunnels the TCP messages on the
ESENET.

QuickConnect

ESENET netbiter300 H

Ethernet Ethernet S
% netbiter g— O N

RJ45
pZ
28
2
%

Toolkit

CANopen

easYgen3000 easYgen3000 easYgen3000

Example

When you do the commissioning, test all items at the location where you have installed the Netbiter device.
So you have then the chance to watch the LEDs of the Netbiter and/or to double check any wirings or
settings on site.

It is beneficial to connect ToolKit at first directly onto easYgen with the RS232 port to check that you have
the correct ToolKit configuration files available and functioning well. Then you should run ESENET directly
via your Ethernet port with one or several easYgens to go sure that you have the correct settings for
easYgen and ESENET.

>  For further information please read the ESENET manual.

ToolKit is only working with ESENET, if you have installed the “Kvaser —
N O TI CE proconX ESENET” driver on your computer. This driver communicates

via Modbus /TCP and uses the port 502.

Please check your computer firewall, if this application is supported.

For tests you can temporary disable your firewall but you should create
along term solution with your IT staff, if needed!
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You should only proceed with the commissioning, if you have a well running direct connection of
ToolKit -> Ethernet port -> ESENET -> CANopen -> easYgen.

> Create your local LAN Ethernet network.
In the following example the ESENET and the Netbiter device are getting the same local area network.
Afterwards this local area network is considered in the QuickConnect settings.

Wide area network QuickConnect: PC as a
member in the Local area

[ .
Local area network IP: 10. 31.140.113!

]

ESENET netbiter300

o f
E Ethernet . Ethernet 0—’090\“
R
N
Toolkit

IP: 10. 31.140.109
Mask: 255.255. 0. 0

RJ45
LAN
r
WAN

IP: 10. 31.140.112
Mask: 255.255. 0. 0

Example of IP Addresses

STEP 1 Gointo Argos and navigate to your already established project and chose
“Management” upper blue bar) / “Configuration”.

STEP 2 In “Configuration” enable the Remote Access:

Use this system for remote access

STEP 3 Enable the Network bridge
STEP 4 Enter the LAN configuration

STEP 5 Do not forget to save first before synchronizing:

Gateway settings

Region
Remote aCcess Preferred server location | ocation 1 (Africa Americas Europe) he
GVl Save the configuration before it is valid
Serial ports - -
Allow use of R5232 port
Allow use of RS485 port LAN configuration

- Mode |Manually set a fixed IP address and netmask b
TCP/UDP port forwarding

Allow use of port forwarding

Network bridge %

Allow use of Network bridge m:|

IP address | 10.31.140.112

Netmask  255.255.0.0

STEP 6 Important: Save all settings!
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STEP 8

STEP 9

. woobwaRD

Click the synchronize button to transfer the Argos settings into the Netbiter device.
Close the window, when the setting synchronization was successful:

Synchronize configuration
I I

100%

completed
the me

. subscr

@ Process completed: diffe

This window can now be closed. furthe,

Synchronize configuration

At next you have to install the software “QuickConnect” which will establish the VPN tunneled connection
through the internet onto the Netbiter.

Find the links to download this software from the Argos server by navigating to
“Presentation”:

ﬂ Presentation

Projects All systemns All alarms

Presentat

C350 Simulatorraum » Overview

[ Overview Map Hotes Information

This system is currently in Remote Access mode

When a system is set in Remote Access mode the log and alarm will be disabled.

QuickConnect download
Tao connect to the system devices the QuickConnect client needs to be installed on the computer.

In order to run remote access you need to install software on your local computer.

Download QuickConnect installer wi.0.244, &7

Mirrored site:

Cownload QuickConnect installer wi.0.244 (Asia). &7

Install “QuickConnect” on your computer:

Dateidownload El

i mo Mochten Sie diese Datei offnen oder speichern?

a2 disa

:\L Mame: QuickConnectSetup.zip ]
= Typ: WinZip File, 99,3 ME

) Won. $3-eu-west-1.amazonaws.com
= install

cal corrg (Offnen ] [ Speichem ] [ Abbrechen 1

ar dem Offnen dieses D ateityps immer bestatigen kchen

. [Drateien aus dem Intemet kidhnen niitzlich sein, aber manche
[ Drateien konnen eventuell auf dem Computer Schaden anrichten.
Uffrien oder speichem Sie diese Datel nicht, Falls Sie der Quelle
nicht vertrauen. Welches Risiko besteht?

Be aware that after installing the QuickConnect software could require a new PC start

STEP 10 Start the QuickConnect software

STEP 11 Go to your Argos your account and enter password, if you are asked for
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STEP 12 Follow the instructions to realize a virtual Ethernet driver for ToolKit.
You will install an additional Ethernet adapter, which can be taken to realize the connection
to the local area network of ESENET and Netbiter. So Add a new device:

+ Add new device

Simulator ESENET
a Netwarkbridgs A W

Metwork bridge configuration ]

Host, device:

10.531.140.108

=+ Add new channel

STEP 13 Enter the IP address of the ESENET in your local area network
STEP 14 Configure the general network bridge by clicking on the according bar:

MyFirstProject

¥ EC350 Simulatorra

(003011FBF24A)

General network bridge configuration

STEP 15 Enter the virtual address of your computer in the local area network and its subnet mask:
General network bridge configuration .

Network bridge configuration

Use the following local IP address: Use the following local netmask:

10.31.140113 25525500

STEP 16 Click on the Connect button on the upper right corner. Now the QuickConnect software will
build up a connection from your PC to the Netbiter over internet.

______ AL S ENET]
Metwork bridge

STEP 17 Do not forget to enable your network bridge and click connect:

4 1.10 KB 0 Bytes/s @@

EC350 Simulatorraum [002011FBF24A] connected
N 3.69 KB 00:00:20 O

Salessupport (=

3011 FBF24A) $$ Disconnect

STEP 18 The successful connection is shown by a green bar.

> In case of trouble please:

STEP 1 Connect, click the » -icon to log OUT and IN again.

B— ______________________________________________________________________________________________________________________________ [
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> If the connection is established. You can proceed with starting the according ToolKit project:

STEP 1 In ToolKit: Click on the “Kvaser — proconX ESENET” connection

o Connect

Select a network:

Mebwork
S com3
( 5 com
S comi
S comin L
& TCPP

f Kvaser - proc .
® Conexant HDA D330 MDC ¥.32 Modem * ESENET Connection Settings X

— Please enter below IP Addiess or Hosthame of the
. procoris ESEMET gateway pou want to
—  use for this ToolKit session.

] e
IP &ddress:  |10.31.140.103
Protocol: |C.C\N|:||:|en w |
EBaud Rate: |AutuDetection w |
Tirmeauk: | 3 | e

STEP 2 Click the connect button and enter the local area network address of ESENET.
ToolKit is building up the connection.

> If not, please check all items again carefully:
O
PARAMETER -
Generatar phase ratation aif
Available in AUTO mode anly!
tore:
STATUS MENU

Service counters @
L

[
]

Engine speed detected Q @ Generatar ok @ Busbar ok
Active pawer 0,000 kw
Power factor 1.00
Voltage phaze-phaze 0o v 00 v

Network Device Tool Device Application Id Status

ToolZonfiguratar w |l

'LogIn £ Log Out J-} Save Values

Connected on Kvaser - procons ESENET ,rp_,,f Details. ..

> The connection runs. All features of ToolKit can be used.

Due bandwidth issues the reaction time will be slower as if being
NOTICE connected directly.
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Establish a View and Control Connection via Argos

Netbiter Argos is a server which runs in the internet. The Argos platform is the connection hub for all
Netbiter devices. The mechanism connects each single Netbiter device automatically to Argos by either a
mobile phone data connection GPRS or by a wideband internet connection (depending on module and
according configuration).

If the remote access is done by Argos directly, the Netbiter communicates via Modbus protocol with the
easYgen. This can be executed by either RS232 or RS485 connection. WOODWARD recommends using
the RS485 connection so the RS232 connection can be still used for the service Tool “ToolKit”.

The picture below shows the capability to use alternatively a ToolKit

NOTICE connection via Quick Connect and RS232 which can be enabled via
Argos as described above. This second step can be used e.g. for
trouble shooting.

netbiter300

= | Ethernet
netbiter <§(—

web browser

0 o ?_g or
X Sl QuickConnect
2 r|s & ToolKit

easYgen3000

B— ______________________________________________________________________________________________________________________________ [
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Example

STEP 1 Connect the Nethiter with easYgen over the RS485 connection:

easYgen3000

RS485
4: B’ (RxD+)

9: A’ (RxD-)
1: GND

Pin assignment

Half-duplex connection

ec350
RS485
B
GND

STEP 2 Set up the easYgen with following parameters: (easYgen3000 default settings)

3170 Baudrate

3171 Parity

3172 Stop bits

3173 Full-, halfduplex mode

7508 Enable Modbus protocol

Modbus Interface

15.2 kBd I 3188 Modbus slave ID 1
Mo ¥ 3129 Reply delay time 000 s
One -

Halfduplex -

Yes -

STEP 3 Gointo Argos, navigate to your already established project ,and select

“Management” (upper blue bar) / “Configuration.
In “Configuration” disable the Remote Access:

Use this system for remote access
OFF

STEP 5 Remain in the menu item “Configuration” and add the device template easYgen3000:

Last synchronization

Synchronize configuration

Device configuration Logging (0)

Visualization (0) )

2014-09-16 15:10:28 &

Add device

cancel

‘ Device

1/3 Set device type
(& Use configuration from a template €@

Metbiter EasyConnect EC300 serie

GPS

add device 7]

(QUse configuration from a profile @ asyConnect E

Device type

Modbus M@ Ps

WDdeard Easygen 3000 W e

Template

Server side alarm configuration
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STEP 6 Enter a special name and the Slave Number, follow the instructions:

5:10:28 &
Add device
cancel
an(o) [ 4 2i3 Set device properties
E— Use device name from template
Device name = easygen Simulator asyConne
PS
Modbus slave * 1
Modbus IP
Modbus port 502

STEP 7 Go to “Gateway settings”

Synchronize configuration \

Device configuration Logging (0) Visualization (0) Alarms (0) Connected device profile Gateway settings
| Device | Device type ‘ Settings Template
Netbiter EasyConnect EC300 serie Virtual EC300 series Netbiter |

STEP 8 Adjust the RS485 connection. The fields “Extra delay” and “Slave timeout” should remain
empty. Do not forget to save and synchronize!

Modbus

RS-485

Baud rate 19200 bps

Parity None

Stop bits Last configuration update  2014-09-16 15:17:43

Last synchronization 2014-09-16 15:10:28 3

Slave timeout

Synchronize configuration

STEP 9 Wait a moment until the status is getting a green star:

Management » Projects »

% Status Confil

I ommde e Eimme smmm i o

W
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STEP 10 Go on the TAB “Presentation” in the blue bar to double check the Modbus communication:

E Presentation |

rojects All systems All alarms

Presentation » Projects » MyFirstProject » EC350 Simulatorraum » Browse devices

[ Dashboard Overview Alarm Historical data Browse devices

Metbiter EasyConnect EC300 serie
GPS
-] easygen3000 Simulator

+] Active Diagnostic Trouble Code (Woodward Easygen 3000)

+] Alarms_Breaker (Woodward Easygen 3000)
[#] Alarms_ECU({J1939) (Woodward Easygen 3000)

[#] Alarms_Engine (Woodward Easygen 3000)

Alarms_Flex.Tresholds (Woodward Easygen 3000)
[#] Alarms_General (Woodward Easygen 3000)

Display_Engine (Woodward Easygen 3000)

Display_General (Woodward Easygen 3000) @
GCB open 7
Bwca closed / i
| el Operation mode MANUAL /
[ Protocol 1D 5003 Al
[ state of the system o

Display_Generator (Woodward Easygen 3000)
Display_J1939(ECU) (Woodward Easygen 3000)

Navigation to “Presentation” / “Browse devices” / “easYgen3000 Simulator” /
“Display_General..” gives you proper information in whatever condition the easYgen stays.

STEP 11 To get the current values indicated: click on the refresh button.

The values are displayed in the small table.

> In case of trouble, please check all items again carefully.

What you can do with Argos and the easYgen-3000 values is described in the Argos manual.

Netbiter® is a registered trade mark of

HMS Industrial Networks GmbH
Emmy-Noether-Str. 17

76131 Karlsruhe

Deutschland
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We appreciate your comments about the content of our publications.
Please send comments to: stgt-doc@woodward.com

Please reference publication 37611.

Homepage
www.woodward.com

Woodward has company-owned plants, subsidiaries, and branches,
as well as authorized distributors and other authorized service and sales facilities throughout the world.

Complete address / phone / fax / email information for all locations is available on our website.

THE INFORMATION CONTAINED IN THIS APLLICATION NOTE IS PROVIDED AS IS WITHOUT REPRESENTATIONS OR WARRANTIES OF
ANY KIND EXPRESSED OR IMPLIED. THE ADHERENCE TO THE INFORMATION CONTAINED IN THIS APPLICATION NOTE SHALL BE AT
THE USER’S OWN RISK. WOODWARD EXPRESSLY DISCLAIMS ANY REPRESENTATIONS OR WARRANTIES CONCERNING WHETHER
THE DELIVERABLES, OR SOFTWARE WILL PRODUCE ANY SPECIFIC RESULT OR PERFORM ANY PARTICULAR FUNCTION.
WOODWARD FURTHER EXPRESSLY DISCLAIMS ANY LIABILITY FOR DAMAGES, LOSSES, COSTS OR EXPENSES ARISING DIRECTLY
OR INDIRECTLY FROM THE USE OF THIS APPLICATION NOTE, UNLESS WOODWARD HAS PROVABLY ACTED WITH WILLFUL
MISCONDUCT OR GROSS NEGLIGENCE.
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