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MBEDrv

Interaction with Woodward Controls
]

Application

Any application using the MBEDrv for Modbus TCPIP Ethernet communication and using Woodward
controls

Purpose

The purpose of this document is to diagnose Modbus TCP/IP communication issues with Woodward
VxWorks based controls. The Mobus master (typically the HMI or DCS computer terminal) will exhibit
communication errors.

Assumptions

The engineer is familiar with the GE MBEDrv utility, Woodward tools such as AppManager, GAP, and
Control Assistant, GE HMI packages such as iFix or Cimplicity. The user is also familiar with Wireshark
and capturing packet capture (pcap) files from a network.

Tools:
e Engineering workstation
e Network tap or port mirror on switch

e Wireshark & WinPcap
e MBEDrv
e GEIiFix
o GAP
e AppManager
Table 1. Glossary
Syscon Primary CPU
Backup Backup CPU
TCP Transport Control Protocol — reliable protocol for transmitting data over Ethernet
UDP Unified Datagram Protocol — unreliable protocol for transmitting data over Ethernet
NIC Network Interface Controller — the “network card” on the computer
MBE or MBEDrv  GE MBEDrv (Modbus Ethernet) driver
Modbus An application layer messaging protocol, positioned at layer 7 of the OSI model,
which provides client/server communication between devices connected on
different types of buses or networks
Symptoms:

The network will appear unstable after a period of use. TCP Modbus may exhibit time outs and errors with
the CPU, this can lead to dropped connections and attempts to re-establish communications numerous
times.

Communications between MBE and the CPU will exhibit instability by:

. Connecting and reconnecting often

. Stale data (not updating in a timely fashion)

In extreme cases, communication between a CPU and RTN expansion rack will also be impacted
because of the network conditions.
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Diagnosis:

The issue can be identified by reviewing the MBE PowerTool utility for errors in the MBE driver
configuration or through Monitor GAP. A high number of errors in the MBE power tool may be indicative
of an issue. Additional information may be captured by network tools such as Wireshark and a network
tap or mirror port.

Wireshark analysis:
This assumes a pcap exists of the network having an issue. This assumes a network map of IP
addresses does not exist or is incomplete

Determine the Woodard CPU

To determine the Woodward CPU, follow the steps below.
1. Open wireshark and the pcap file

2. Apply a display filter:
(eth.dst[0:3] == 00:12:8¢) && (tcp.dstport==502)

3. Open the Conversations display (Statistics->Conversations)

_ialx!

Ethemet -4 | va-s | ve  TCP- 1611 | woe |

addessA _[Pota  [adsesse  [pote  [eaces T [oyes  [r2]
192.168,101.161 65229 192.168.101.1 502 27,813 1798 k
192.168.101.8 54215 192.168.101.1 502 18,208 1211k
192.168,101.10 64305 192,168.101.1 502 17,402 1157k
192.168.101,10 58331 192.168.101.1 502 4,330 274k
192.168.101.7 54295 192.168.101.1 S02 4,071 253k
192.168.101.10 SB8293 192.168.101.1 02 2,511 158k
192.168,101.161 53055 192.168.101.1 $02 2,435 196 k
192.168.101.7 54384 192.168.101.1 S02 2,198 137k
192.168.101.8 54191 192.168.101.1 502 1,890 117k
192.168.101.9 58156 192.168.101.1 502 1,257 75k
192.168.101.8 54325 192.168.101.1 502 1,256 75k
192.168.101.10 58294 192.168.101.1 502 1,256 75k
192.168.101.8 54266 192.168.101.1 502 1,255 75k
192.168,101.9 58154 192.168.101.1 502 1,255 75k
192.168,101.9 58155 152.168.101.1 S02 1,255 75k
192.168.101.8 54330 192.168.101.1 S02 1,254 75k
192,168.101.8 54261 192.168.101.1 02 1,254 75k
192.168.101.10 58298 192.168.101.1 S02 1,254 75k
192.168,101.161 57921 192.168.101.1 502 1,217 73k
192.168,101.7 62079 192.168.101.1 502 5 294
192.168.101.7 62092 192.168.101.1 502 s 294
192.168.101.7 62097 192.168.101.1 502 5 294
192.168.101.7 62109 192.168.101.1 S02 S 294
192.168.101.7 62120 192.168,101.1 502 S 294
192.168,101.7 62124 192.168.101.1 S02 S 294
192.168.101.7 64124 192.168.101.1 502 S 294
192.168.101.7 64133 192.168.101.1 502 5 294
192.168.101.7 64149 192.168.101.1 S02 5 294
192.168.101.7 64200 192.168.101.1 502 5 24
192 'AR N1 7 A4INA 1Q7 AR N1 Y 02 5 704

«| i 3

I~ Name resoluton I™ Absclute start time ~ Conversation Types '|

Copy ¥| Folow Strezm Graph ” Close I Help I

Figure 1. Wireshark Conversions Display

4. Select “Limit to Display Filter
a. The IP Addresses in Address B will be the Woodward control’s IP address, annotate this value.
b. The IP Address in Address A will be the HMI or device creating the Modbus connections.
c. Sort on Packets (descending) to see which conversations have the most packets in the capture.
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Analyzing the Conversations

In general the conversations with the higher number of packets are valid Modbus TCP sockets. The
conversations with a lower number of packets (5 or less) are conversations that indicate an error.

To analyze a conversation further, a filter may be applied from the Conversations dialog:

1. Right click on the conversation and follow the dropdowns as illustrated in Figure 2.

I Wireshark - Conversations - trace_03 — |I:| |£|

Ethemet-4 | v4-5 | Pv6  TCP- 1611 | LDP |

192,168, 101,

192,168,101, 1 1157k
192.168.101.1  Prepare aFilter * Mot Selected r A B 274k
192.168.101.7  Find v . 253k
192.168.101.1 , , -~and Selectsd B—A 158k
192.168.101,1__ Colorize .or Selected * AoAny 146 k
192,168,101.7 54384 19218 andnotSelected ¥ o 137k
192.168.101.5 54191 192.1¢ ¥ 117k
192.168.101.9 53156 192.1f  -ornotSelected * Any — A 75k
192,168, 1015 54325 192,165, 1051 0l Any B 75k
192,168,101, 10 53294 192.168,101.1 502 75k
192,168, 1015 54266 192.168,101.1 502 Any — B 75k
192.168.101.9 53154 192.163,101.1 502 B — Any 75k
192,168.101.9 53155 192.168,101.1 502 75k
192,168, 1015 54330 192.168,101.1 502 1,254 75k

Figure 2. Conversations Dropdown Menu Series

The main Wireshark window will apply the filter from the conversations:

f

(Fle Edt View Go Captwre Analyze Statistics Telephony Wireless Tools Help

4w 0| RERe==F EZ[Eaaand

(W Tip.addr==192.168.101.161 & tp.port==65229 && ip.addr ==192.168.101. 1 && tcp.port==502| [X] -] Expression... | + tcpdup GE_Energy WWD_device
Time [eita [ source | Destination | protocal | 1nfo |TcPLen  [servinkien | comment
©.086722 2.e00000 192.168.101.161 192.168.101.1 Modbus/TCP __Query: Trans: 384085; Unit: 5, Func: 2: Re_ 12
e.e87616 ©.000894 192.168.101.1 192.168.101.161 TCP 502 =+ 65229 [ACK] Seqsl Acks13 Win=55988 Len=@ @
9.893917 @.ee63e1 192.168.101.1 192.168.181.161 Modbus/TCP Response: Trans: 38485; Unit: 5, Func: 2: Re. 1e
2.894645 ©.000728 192.168.101.161 192.168.101.1  Modbus/TCP Query: Trans: 384@6; Unit: 5, Func: 2: Re_ 12
e.8%4762 ©.020117 192.168.101.1 192.168.101.161 TCP S82 -+ 65229 [ACK] Seq=11 Ack=25 Win=59988 Len=@ e
©.103287 @.ee8525 192.168.101.1 192.168.101.161 Modbus/TCP Response: Trans: 38406; Unit: S, Func: 2: Re. 10
©.103956 ©.000669 192.168.101.161 192.158.101.1  Modbus/TCP Query: Trans: 38407; Unit: 5, Func: 2: Re_ 12
2.1e4034 ©.200078 192.168.101.1 192.168.181.161 TCP 502 + 65229 [ACK] Segq=21 Ack=37 Win=59988 Lens=@ e
2.114134 @.e1e10e 192.168.101.1 192.168.101.161 Modbus/TCP Response: Trans: 38407; Unit: S, Func: 2: Re. 1e
©.1147%0 ©.000656 192.168.101.161 192.168.101.1  TCP 65229 -+ 502 [ACK] Seq=37 Ack=31 Win=999@ Len=@ e
©.114837 ©.2000047 192.168.101.161 192.168.101.1 Modbus/TCP Query: Trans: 38408; Unit: 5, Func: 2: Re_ 12
2.114915 ©.000078 192.168.101.1 192.168.101.161 TCP 502 » 65229 [ACK] Seq=31 Ack=49 Wins59388 Lens@ @
©.122568 9.807653 192.168.101.1 192.168.101.161 Modbus/TCP Response: Trans: 38488; Unit: 5, Func: 2: Re. 1e
©.123146 ©.000578 192.168.101.161 192.168.101.1 Modbus/TCP Query: Trans: 38489; Unit: 5, Func: 2: Re. 12
©.125881 ©.002735 192.168.101.1 192.168.101.161 TCP 502 + 65229 [ACK] Seq=41 Ack=61 Win=59988 Lens=@ e
©.134345 @.ee8464 192.168.101.1 192.168.101.161 Modbus/TCP Response: Trans: 384@9; unit: S5, Func:  2: Re. 19
©.135787 ©.001442 192.168.101.161 192.168.101.1  Modbus/TCP Query: Trans: 38410; Unit: 5, Func: 2: Re_ 12
0.137849 ©.902062 192.168.101.1 192.168.101.161 TCP 582 » 65229 [ACK] 5eq=51 Ack=73 Win=59988 Len=@ e
9.143282 ©.295433 192.168.101.1 192.168.101.161 Modbus/TCP Response: Trans: 38419; unit: 5, Func: 2: Re. 12

Figure 3. Filter from Conversations Applied

The above indicates a healthy Modbus session with the control. Notice there is consistent Query and
Response traffic between the device and the Woodward control.

Woodward 3



Released

Application Note 51599 MBEDrv and Interaction with Woodward Controls

2. Select a conversation with a lower (5) number of packets:

File Edit View Go Capiure Analyze Statistics Telephony Wireless Tools Help

AR e lERERe=ET s Eaaan

[ [ip.addr==192.168.101.10 && tcp.port==61066 &A ip.addr==192.168. 101, 1 &A& tcp.port==502 %] ~ | Expression.. | + tepdup GE,
Time IDEIIa |5m.r¢1= |Destnahnn |Prnl:oml IInFo ITCPLen |Sen|i
B.812891 2.8898888 192.168.181.18 192.168.181.1 TCP 61866 + 582 [SYMN =8 Win=8192 Len=8 MS5=1468 _ a8
8.813428 2.888258 192.168.181.18 192.168.181.1 TP 61866 + 582 [ACK.] Seg=1 Ack=1 Win=55788 Len=8 a
8.813456 8.988836 192.165.181.18 192.168.181.1 Modbus/TCP Query: Trans: £5788; Unit: 4, Func: 16: Wr_ 15
8.813518 192.168 . 192.168.181.18 TCP 582 + 61866 [ACK] Seq=1 Ack=156 Win=59985 Len=@

Figure 4. Selecting a Discrete Number of Packets

Notice there is a socket creation (SYN packet), a Modbus query, but no response, then a socket
teardown (FIN, ACK). This pattern is an example of a misconfigured Modbus configuration. The creation
and tear down of a socket is “expensive” on the embedded control.

MBE Configuration

Locate the suspect computer and the MBE configuration. The MBE configuration may be accessed
through the SCU utility in iFix or in the iFix project directory.

%3 C\Dev_Area\unitl.mbe - PowerTool — O ht
File Edit View Display Mode Options Help

NeEHE € » | o [5G w| & | @ | 7| ==

Device Mame: |L|'|_LEF| Enable W

[]—-m UT_LCR Description: I

=-fl vieLy This value

[]...% E:Ilif; Primary |Backup| Eommonl l should be 1

2

w-f uv1sD /

E% m:‘l;r;:’ IP Address: 10 .14 1597 3 7 Fieply Timeout: IDS

----- Max Number of Connections: 'i" i - 3 5
I\ ) Retries: x|
B ; —Bndge Configuration———————————

_ Delay Time: o]
Share Connections W UnitID: |2

Among Devices:

Specifieg the primary IP address of the primary or backup

device you want the driver to communicate with, Advanced...

Verify each
device

Help

44k

o8 | o) | o | % |

For Help, press F1 NUM A4

Figure 5. MBE Configuration Example
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Examine each device in the MBE driver under the Channel, verify the max connection is set to “1”. The
MBE Driver will default this value to “4” when creating new devices and channels. This needs to be
verified on the Primary and Backup tabs.

The Common tab contains the strategy for Backup and Primary communications:

i Comman §

Prirmary I Backup

Selected Communication Paths
Channel Device P Channel Device IF

i Primary % Primary % Frimany Frimary  Primary  Primary
Backup Back Fri
" Backup " Backup ¢ Seconday ackup Backup Primary

e =

&ddressing Mode: IE - Drigit vI Bit Base: IEI -15 vI

Figure 6. Common Tab Contents

Any changes made should be saved to the MBE driver.

Validation of changes:
A pcap should be performed on the link to verify the elimination of small packet conversations. The
Wireshark capture should demonstrate several conversations with consistent communications.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

48 o[l ERERe=T 4= Elaaan

[ [ip.addr ==192.168. 101. 161 & tcp. port==53677 & ip.addr==192.168. 101, 1 & tcp.port==502 [X] -] Expression.. | + tcpdup GE_Emeray WWD_
Time |De|la |5m.lce |Deslr|almn |Pml1)m| IInFo |TCPLer| ISenniﬁ_en Comn
8. 888088 2.088888 192.168.181.1 192.168.181.161 Modbus/TCP Response: Trans: 34588; Unit: 5, Func: 4: Re_ 11
2.888682 8.888682 192.168.181.161 152.168.181.1 TCP 53677 + 582 [ACK =1 Ack=12 Win=9983 Len=8 -]
8.888656 8.888854 192.168.181.161 192.168.181.1 mModbus/TCP Query: Trans: 34581; unit: 5, Func: 4 Re_ 12
8.888771 8.888115 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] Seq=12 Ack=13 Win=59983 Len=8 (]
8.889655 2.888884 192.168.181.1 192.168.181.161 Modbus/TCP Response: Trans: 34581; Unit: 5, Func: 4: Re_ 11
8.818311 8.888656 192.168.181.161 192.168.181.1 Modbus /TCP Query: Trans: 34582; Unit: 5, Func: 4: Re_ 12
2.818282 8.888893 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] Seq=23 Ack=25 Win=59988 Len=8 [:]
a.e19788 8.88929¢ 192.1628.181.1 192.168.181.161 Modbus/TCP Response: Trans: 34582; Unit: 5, Func: 4: Re_ 11
8.828252 8.888552 192.168.181.161 192.168.181.1 modbus/TCP Query: Trans: 34583; unit: 5, Func: & Re_ 12
2.828343 8.888891 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] Seq=34 Ack=37 Win=59983 Len=8 (]
8.829714 @.889371 192.163.161.1 192.168.181.161 Modbus/TCP Response: Trans: 34583; Unit: 5, Func: 4: Re_ 11
8.838292 ©.888578 192.163.181.161 192.168.181.1  modbus/TCP Query: Trans: 345@4; unit: 5, Func: 5@ Wr_ 12
2.838383 8.888891 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] Seq=45 Ack=49 Win=59982 Len=8 (]
8.839696 8.889313 192.168.181.1 192.168.181.161 Modbus/TCP Response: Trans: 345@4; Unit: 5, Func: 5: Wr_ 12
2.848273 8.888577 192.168.181.161 192.168.181.1 mModbus/TCP Query: Trans: 34585; unit: 5, Func: 5 Wr_ 12
2.848363 @.888898 192.163.161.1 192.168.1681.161 TCP 582 + 53677 [ACK] Seq=57 Ack=61 Win=59983 Len=8 [:]
@.849611 @.88924% 192.162.101.1 192.168.181.161 Modbus/TCP Response: Trans: 345@5; Unit: 5, Func: S: Wr_ 12
8.858253 2.888642 192.168.181.161 192.168.181.1 Modbus /TCP Query: Trans: 34586; Unit: 5, Func: 5: Wr_ 12
2.858344 8.888891 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] Seq=69 Ack=73 Win=59982 Len=8 (]
2.859654 @.889318 192.163.161.1 192.168.181.161 Modbus/TCP Response: Trans: 34586; Unit: 5, Func: 5: Wr_ 12
8.868215 8.888561 192.168.181.161 192.168.181.1 mModbus /TCP Query: Trans: 34587; unit: 5, Func: G: Wr_ 12
2.8c8382 2.889887 192.168.181.1 192.168.181.161 TCP 582 + 53677 [ACK] 5eq=81 Ack=B5 Win=59388 Len=8 (-]
A.ARET11 A.ARE4AAT 197 TRR_181.1 192 _1RR_181 _1R1  Mndhu</Tep Recnonse: Tranc: 4CAT7: lnit: L. Funr: G lWr 12

Figure 6. Wireshark Capture Example
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Conversation dialog:

_ipix|
Ethernet -3 | Tv4-3 | v  TcP-319 | upe |
Packets " |Bytes Packe * |
192,168.101.9 52595 192.168.101.1 S02 22,086 1467k
192.168.101.7 61061 192.168.101.1 502 9,758 648 k b
192,168.101.9 52600 192.1588.101.1 S02 4,117 263k
192,168.101.9 52597 192.168.101.1 502 3,430 218k
192,168.101.9 52598 192.1688.101.1 S02 3,430 218k
192,168.101.7 60355 192.168,101.1 502 3,270 217k
192,168.101.7 80875 192.168.101.1 S02 2,752 182k
192,168.101. 161 52554 192.168.101.1 502 2,078 128k
192.168.101.9 52589 192.168.101.1 502 2,058 127k
192,168.101.7 61068 192.168,101.1 502 1,540 a7k
192.168.101.7 61119 192.168.101.1 502 1,478 94k
192,168.101.9 52601 192.168.101.1 502 1,373 a2k
192.168.101.9 52602 192.188.101.1 502 1,373 a2k
192,168.101.9 52604 192.1688.101.1 S02 1,373 a2k
192.168.101.9 52603 192.168.101.1 502 1,373 a2k
192,168.101.9 52605 192.1688.101.1 S02 1,373 a2k
192.168.101.161 59976 192.168.101.1 502 1,347 ank
192,168.101.7 51062 192.168.101.1 S02 520 37k
192,168.101.7 61063 192.168,101.1 502 619 37k
192,168.101.7 51064 192.168,101.1 S02 618 37k
192,168.101.7 61065 192.168,101.1 502 618 37k
192,168.101.7 60951 192.168.101.1 S02 609 36k
192,168.101.7 61075 192.168.101.1 502 609 36k
192.168.101.7 60882 192.168.101.1 502 520 33k
192,168.101.7 60352 192.168,101.1 502 514 32k
192.168.101.7 61039 192.168.101.1 502 494 32k
192,168.101.7 60883 192.168,101.1 502 447 28k
192.168.101.7 61067 192.168.101.1 502 339 21k
192,168.101.7 51177 192.168.101.1 S02 228 14k -
197 188 101 7 ANO4R 197 168 101 1 &n? 213 17k
| i >|
I~ Name resolution ¥ Limit to display filter ™ absolute start ime ~ Conversation Types 'l
Copy 'l Follow Stream...l Graph... | Close I Help |

Figure 7. Conversation Dialog Example
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We appreciate your comments about the content of our publications.

Send comments to: icinfo@woodward.com

Please reference publication 51599.
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1041 Woodward Way, Fort Collins CO 80524, USA
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Email and Website—www.woodward.com

Woodward has company-owned plants, subsidiaries, and branches, as well as authorized distributors and other
authorized service and sales facilities throughout the world.
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